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Static Analyzers 
as Verification Target

Static analyzers based on abstract interpretation are 
ideal target for formal software verification. 
1. clear specification 
2. importance of reliability 
3. difficulties in testing 
4. low verification cost by using translation validation

Trade-off 
Development Scalability vs. Runtime Scalability

Experiment Results

Category Found Bugs

drawing 
dependence 

graph

Dynamic locations were not included in a definition set when arrays are declared. 
Graph edges were not drawn correctly when weak-update occurs. 
Graph edges were not drawn correctly when an encoded library function is called. 
Graph edges for fields were not drawn correctly. 
Return edges should be definition points.

abstract 
semantics

Field values should be top if the struct itself is top. 
Local variables should not be removed on an exit node in some cases. 
Field values should not be declared as dynamic values. 
Typing errors on abstract interval operations. 
Zero and null worked inconsistently in some cases. 
Values from address-taken locations should not be removed on exit nodes. 
Weak update conditions for local variables were incorrect.

parser Functions and local variables should be treated individually, even if their names are 
same.

Performance of the validator: times (in seconds) and 
memory consumptions (in megabytes) are 
represented for all benchmarks. The performance is 
evaluated for the analyzer that bugs are fixed by 
validation (AnalyzerFixed). 

LOC: the number of lines of code, calculated with wc 
Trs: the data translation time  /  Dns: the densification time 
Val: the time for whole validations, including the prefixed point validation 
CmpTime: how much the validator is faster than the analyzer 
CmpMem: how less the validator consumes memory than the analyzer

Big Picture

Scalability has been improved.
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• < 1.4M in 10hr 
with intervals

• < 0.14M in 20hrs 
with octagons

sound & 
global analysis 
version of

However, 
is the implementation correct?Thanks to the correct analysis design.

How to strike a balance between development cost 
and runtime cost of the validator? 
!
Densifier verification approach: greatly reduces 
runtime cost of the validator, but high cost of proof. 
Densifier validation approach: reduces proof effort, 
but not scalable. An early version of our validator was 
100 times slower than the analysis time. 
!
Hybrid approach(ours): splits the densifier into two 
ones.

Sparse 
Sparrowprogram

Validator

Densifier

yes/no

fix F̂S

fix F̂D

densified 
analysis 
result

최적화된 분석기를 위한 검산기의 자동생성
조성근, 이광근 

서울대학교 프로그래밍 연구실

연구동기 큰 그림

최적화들

검산기가 보장하는 것

• “내가 짠 분석기를 못 믿겠다” 
• "분석기를 디버깅하고 싶다"  

• 분석기 디버깅에 유용한 검산기를  
적은 비용으로 만들 수 있다면 좋겠는데

요약실행의미 명세언어

문법구조 
요약실행의미high-level 
최적화 정보

검산기 생성기 검산기+증명

최적화된 분석기 분석결과+힌트프로그램

성공/실패

사용자

함수호출에서 필요한 메모리만  
(localization)

모든 노드에서 필요한 메모리만 
(sparse analysis)

누가 호출했는지 구분해서 
(selective context-sensitive) 어떤 값을 공유해서

function call entry

exitreturn

function call

entry

exitreturn

function call

return

 1: type id  = string 
 2: type exp = Var of id 
 3:          | App of exp * exp 
 4:          | Abs of id * exp 
!
 5: set Var = id 
 6: set Exp = exp 
 7: lattice Val = power Exp 
 8: lattice State = Var -> Val 
!
 9: widen Val with { Abs(x,Abs _), ... } => top 
10: eqn E(Var(x),s)     = s(x) 
11:   | E(Abs(x,e),s)   = { Abs(x,e) } 
12:   | E(App(e1,e2),s) =  
13:       let val lambs = E(e1,s) 
14:           val v     = E(e2,s) 
15:       in 
16:       +{ E(e,s[x=>v]) | Abs(x,e) from lambs }

• Rabbit 언어 
• 요약실행의미를 high-level에서 기술 
• 최적화의 정보를 표현할 수 있게 확장 필요 

• 예

• "분석결과가 요약실행의미high-level의 고정점인가"  
 

• 하지만, 몇몇 최적화가 적용된 분석기의 분석결과는  
위의 식을 만족하지 않음  

• 그래서, "분석결과를 온전히 확장해서  
요약실행의미high-level의 고정점을 만들 수 있는가"  
  V(p, ŝ) = true ) 9ŝ0 : F̂ (ŝ0) v ŝ0 ^ ŝ ✓use

p ŝ0

V(p, ŝ) = true ) F̂ (ŝ) v ŝ
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Validated densifier 
- low runtime(densification) cost 
- high proof cost

e.g. sparse analysis
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조성근, 이광근 

서울대학교 프로그래밍 연구실

연구동기 큰 그림

최적화들

검산기가 보장하는 것

• “내가 짠 분석기를 못 믿겠다” 
• "분석기를 디버깅하고 싶다"  

• 분석기 디버깅에 유용한 검산기를  
적은 비용으로 만들 수 있다면 좋겠는데

요약실행의미 명세언어

문법구조 
요약실행의미high-level 
최적화 정보
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p ŝ0
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Verified densifier 
- low proof cost 
- high runtime(densification) cost

e.g. localization

We found 13 bugs from Sparrow.

Category Description
Dynamic locations were not included in a definition set when arrays are declared.
Graph edges were not drawn correctly when weak-update occurs.

dependence graph Graph edges were not drawn correctly when an encoded library function is called.
Graph edges for fields were not drawn correctly.
Return edges should be definition points.
Field values should be top if the struct itself is top.
Local variables should not be removed on an exit node in some cases.
Field values should not be declared as dynamic values.

semantics Typing errors on abstract interval operations.
0 and null worked inconsistently in some cases.
Values from address-taken locations should not be removed on exit nodes.
Weak update conditions for local variables were incorrect.

parser Functions and local variables should be treated individually, even if their names are same.

Table 2. Bugs of the target analyzer found by the validator: Category summarize the origin of a bug by three sorts - dependence graph,
semantics, and parser. Description briefly describes the bugs.

Programs LOC Analyzer
Fixed

Validator Cmp
Time

Cmp
Mem

Time Mem Trs Dns Val Time Mem
spell-1.0 2K 1.2 46 0.1 0.2 0.1 0.4 4 3.34 x 0.09 x
gzip-1.2.4a 7K 13 126 1 3 1 5 37 2.76 x 0.29 x
combine-0.3.3 11K 24 196 2 3 1 6 28 3.99 x 0.14 x
bc-1.06 13K 40 165 4 23 7 34 337 1.20 x 2.04 x
tar-1.13 20K 149 408 10 33 7 50 242 3.06 x 0.59 x
coan-4.2.2 22K 137 724 16 36 9 61 406 2.30 x 0.56 x
less-382 23K 280 479 45 133 24 201 718 1.43 x 1.50 x
make-3.76.1 27K 497 1299 30 106 10 146 496 3.49 x 0.38 x
cflow-1.3 34K 15 94 1 3 1 5 30 2.75 x 0.32 x
wget-1.9 35K 275 1041 24 51 8 83 458 3.43 x 0.44 x
screen-4.0.2 45K 1772 2899 184 389 28 600 1814 3.03 x 0.63 x
asn1c-0.9.21 50K 927 2185 76 320 96 493 2878 1.95 x 1.31 x
judy-1.0.5 87K 466 677 20 58 59 136 198 3.44 x 0.29 x
gsasl-1.6.1 91K 3493 754 828 342 82 1252 116 2.79 x 0.15 x
openssh-5.8p1 102K 4303 5485 1050 5060 650 6760 7308 0.66 x 1.33 x
lsh-2.0.4 111K 1714 2655 472 1972 461 2905 6768 0.62 x 2.55 x

Table 3. Performance of the validator: times (in seconds) and memory consumptions (in megabytes) are represented for all benchmarks
with respect to the analyzer and the validator. The performance is evaluated for the analyzer that bugs are fixed by validation (Analyzer

fixed

).
LOC shows the number of lines of code, calculated with wc. The validator has largely three phases: Trs reports the data translation time. Dns
reports the densification time. Lastly, Val reports the time for whole validations, including the prefixed point validation. Cmp

Time

indicates
how much the validator is faster than the analyzer. Similarly, Cmp

Mem

indicates how less the validator consumes memory than the analyzer.

10: int* p;

11: void f() {
12: // p ! >
13: h();

14: }
15: void g() {
16: // p ! null

17: h();

18: }
19: void h() {
20: *p = 1;

21: }

Suppose the analyzer now is 1-CFA context-sensitive, so it can de-
termine the caller of a function in which the analyzer now reaches.
In the example, when the analyzer reaches the line 19, it remembers
what function called h, either f or g at the line 12 or 16, respec-
tively. In other words, there are two abstract memories at the line
19, one with the context f and the other with g. When h is called
from f, according to our simple model, we should comment out
the line 19, since p is approximated as the top value at the line 11.
However, we should not do this because p is not approximated as
the top value when g calls h.

We have to develop more complex transformation when we
meet a new optimization of the analyzer. For the example above,
we may solve this problem by reproducing the main body of h,
naming it h’, and letting g to call h’ instead of h. In this case, we
can comment out *p = 1; in h since now h is called only from f,
where p is approximated by the top value.
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on Linux 3.0, Intel quad-core 3.07GHz with 24GB memory

Verification cost: this project took 6 man-months, of 
which 5 man-months are done for proving the 
validator in Coq and 1 man-month for debugging the 
target analyzer once the validations failed.
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